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SecureState

•Founded in 2001, Based on Cleveland

•Specialized in Security Assessments

•Vendor Agnostic

•Background of Big X and Military

•Four Practice Areas

•Audit and Compliant

•Testing and Validation

•Risk Management

•E.Discovery and Forensics
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Your Presenters

•Matthew T. Davis

•CISSP, CISA, ISO 27001, QSA, CTGA

•Principal and Practice Lead for Audit and 

Compliance

•Joined SecureState in April 2004

•Rob Robincheck

•Regional Manager for Business 

Development in Greater Cincinnati Area
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•Overview of Cross Compliance

•Challenges and Concepts

•Tools and Options

•Additional Thoughts

•Questions



Dealing with Multiple Compliance Efforts

Lightning Strikes Twice
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•HIPAA

•GLBA

•SOX

•PCI

•FFEIC

•NCUA

•NERC CIP

•TG3

•ITAR

•FISMA

•NIST
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•Making sure business and/or data 

owners are aware of applicable 

standards

•Ensuring management understands 

impact of new lines of business or data 

and applicable standard

•Pulling it all together
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•Many similarities between standards

•Many differences between standards

•Interpretation differences = clarification

•Getting the right level

•Eliminating overlap
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•COBIT/COSO

•ITIL

•ISO 27001/27002

•NIST 800-53/55

•OCTAVE

•FAIR

•CMMI

•Whatever works best or makes most 

sense or is in place already
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• Process vs Control Framework

• Audit vs Best Practices

• Consistent “Levels”

1. Controls

2. Policy

3. Standard



What to look for

Challenges and Concepts
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•Need for technical and business/legal 

expertise

•Need for strong methodology in 

reaching consistent levels

•Focus on intent, not letter of controls

•Need for common language
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•Which do you need?

•How many do you need?

•US, International?

•Do you have the time? 
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•Repeatability 

•Updates

•Adoption

•Usability

•Focus on controls management!



A general and specific review

Tools and Options
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•Custom mapping

•Closed mapping

•Partial mapping

•Open mapping
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•Spreadsheet

•Database

•Web-based / Online

•Applications



18

Unified Compliance Framework T
o
o

ls
 a

n
d
 O

p
tio

n
s

•Most comprehensive

•Most adopted (NetIQ, CA, RelSec)

•Available just as a database

•Consistent, well mapped

•Chosen by SecureState



Getting your arms around the controls

Basic Process
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•DEMO TIME



But wait, there’s more!

Additional Thoughts
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•Again, best (or better) practices

•SAS70 Type I

•Maintaining general controls

•Anchoring to core framework

•Defending control selection
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•Again, best (or better) practices
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•Anchoring to core framework
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• If it only had a brain

• A lot of work still to do 

1. Formalize control (P&P)

2. Implement and automate controls

3. Assess controls

4. Map to processes and applications
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•Again, best (or better) practices

•SAS70 Type I

•Maintaining general controls

•Anchoring to core framework

•Defending control selection



Some sources to read at home.

References
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 TruArx (formerly TruComply)
http://www.truarx.com/

 Unified Compliance Framework
http://www.unifiedcompliance.com

 Relational Security Corporation
http://www.relsec.com

 HITRUST Aliiance
http://www.hightrustalliance.org

Different Tools and Options R
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http://www.discovernetwork.com/resources/data/data_security.html
http://www.mastercard.com/us/sdp/index.html
http:///
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 Thank you for your time!

 mdavis@securestate.com


